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Guide Overview

This user guide will provide step-by-step instructional support for users to set-up and manage
authorisations in Relationship Authorisation Manager (RAM).

Who should use this guide

Principal Authority

A Principal Authority is an eligible associate of the business and is responsible for the set-up
of the business in RAM.

A Principal Authority:

= has full access to all functionality and can complete all activities in this guide.

Refer to section 1.1 — Linking your business for more details on whether you’re an eligible
associate.

‘ Authorisation Administrator

An Authorisation Administrator is a business representative who acts on behalf of a business.
An Authorisation Administrator:

= by default has full access to all participating government online services

= can manage (create/view/edit/remove) authorisations

= can import AUSkey users into RAM

Machine Credential Administrator role

The Machine Credential Administrator (MCA) role allows a business representative to manage
machine credentials on behalf of the business.

The Machine Credential Administrator role can be held by an Authorised Administrator or an
Authorised User.

A Machine Credential Administrator will only be required if your business is using software to
interact directly with government online services.

Machine Credential Administrators can:

= create, manage, and remove machine credentials

Before you begin

= Set up your myGovID — You will need to set up myGovID on an Apple or Android smart
device before following any section in this guide. Get detailed instructions at the myGovID
website: https://www.mygovid.gov.au/

= Get ready to transition — If you’re an eligible associate, you should check that you are
listed against your business on the Australian Business Register (ABR):
https://www.abr.gov.au/
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See what you can access — The Relationship Authorisation Manager (RAM) website has
up-to-date information on the available government online services that can be accessed

with myGovID and RAM: https://info.authorisationmanager.gov.au/

How to use this guide

The sections relevant to you depends on your role within the business. Below outlines the
relevant sections based on your role: (see previous page for role definitions)

Principal Authority

First follow instructions in 1.1 — Linking your business.

If you have a business representative that will manage authorisations on your behalf, refer
to 1.2 — Creating an Authorisation Administrator.

If your business previously used AUSkey, refer to 1.4 — Importing AUSkey users.

Section 2 — Manage authorisations in RAM has instructions on common tasks you might
need to perform on an ongoing basis (creating, viewing, editing and removing
authorisations).

Once you're set up, you're ready to continue business as usual. Refer to section 4.1 —
Using myGovID to access government online services.

. Authorisation Administrator

Once you've received an authorisation request via email, refer to 1.3 — Accepting an
authorisation.

Section 2 — Manage Authorisations in RAM has instructions on common tasks you might
need to perform on an ongoing basis (creating, viewing, editing and removing
authorisations).

If your business previously used AUSkey, refer to 1.4 — Importing AUSkey users.
Once you're set up, refer to section 4.1 — Using myGovID to access government online
services.

Machine Credential Administrator role

Refer to Section 3 — Machine credential for details about your role and machine
credentials in RAM.

‘ All users (including Authorised Users)

Guide overview

Once you've received an authorisation request via email, refer to 1.3 — Accepting an
authorisation.

Once you’re authorised, refer to section 4.1 — Using myGovID to access government
online services.
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1. Setting up in RAM

To use myGovID and RAM to manage authorisations for the business and access
participating government online services, the business will need to be set up in RAM.

Section Overview
1.1 Linking your business — Become the Principal Authority by linking your business in

RAM.

1.2 Creating an Authorisation Administrator - Once the business is linked in RAM, the
Principal Authority can appoint a representative from the business to be an Authorisation
Administrator to act on behalf of the business and manage authorisations.

1.3 Accepting an authorisation — Once an authorisation request is created, the business
representative must accept the authorisation to start acting on behalf of the business.

1.4 Importing AUSkey users — If the business previously used AUSkey, you can choose to
import AUSkey users and their associated Access Manager permissions into RAM.

1 — Setting up in RAM



1.1 Linking your business

You need to be an eligible associate listed in the Australian Business Register (ABR) to link
your business in RAM.

An eligible associate is either a:

= sole trader

= trustee

= director

= public officer

= partner

= office bearer of a club or association

As the Principal Authority you will automatically be granted all permissions associated with
your business. This includes full access to all participating government online services using
myGovID, as well as the ability to manage (create/view/edit/remove) authorisations for your
business.

Refer to the RAM website for the full list of participating government online services:
https://info.authorisationmanager.gov.au/

IMPORTANT: If the associate of the business is another entity or there are no associates
listed in the ABR (e.g. corporate trustees, deceased estates, government organisations), you
will need to contact the ATO for assistance to link your business or organisation.

Refer to the RAM website for contact details: https://info.authorisationmanager.gov.au/

Who can complete this activity?

Principal Authority: a business owner or eligible associate of the business as listed in
the ABR.

1.1 Setting up in RAM: Linking your business
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Linking your business — Detailed instructions

1. Goto:
https://authorisationmanager.gov.au T

Australian Government Relationship Authorisation Manager

Click on Login with myGovID. Login

Login to Relationship Authorisation Manager (RAM) with your myGoviD to
> link your business

» view and manage your business authorisations

(7)) oy
» accept an authorisation request Login with '\&=' GovlD

> manage machine credantials

Learn more about myGoviD  and RAM o

My Cloud Software Services Trial (Private Beta)

Only select Continue if you are participating in the trial for Department of Education Uniqua Student m
Identifier (USI) Off

ice

2. Enter the email address linked to
your myGovID.

A code will appear. Open myGovID
on your smart device, log in and
enter the 4 digit code into the pop-
up within the app. Tap Accept.

2. Prove who you are

3. Come back and login

Note: To learn more about how to
download and set up your myGoviD
visit the myGovID website:
https://www.mygovid.gov.au/

1. Open myGovlD on your phone

2. Accept or enter the code

2170
M,
-’l|\_

Waiting

3. Come back
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3. Click Link your business to be
redirected to the Australian
Taxation Office (ATO) to find your
business or businesses.

Relationship Authorisation Manager

Robin Winston

Create and manage relationships and authorisations for businesses and their representatives. Find out moro o

Link your business @ >

Manage authorisations @ >

Enter an authorisation code @

Enter the code as shown in the authorisation email you received.

Submit

o0 s case sensive

4. Enter your postal or residential
address as held by the ATO and
click Continue.

Sack 10 Relationship

Your tal identity details
Given name(s): Robin
Family name:  Winston

Dateof birth:  03/01/1968

al address as held by the ATO. Do not use a business address.

5. Select the business or businesses
you wish to link from the list and
click Continue.

Note:

= All businesses that you are listed
as an eligible associate for in the
ABR will appear here.

Back 1o Relationship Authorisation Manager

Robin Winston

Select businesses

i the Australian Busingss Register (Al

8800 B 1or the businesses listed below. I this list i incomplete or
the ABR are up 1o date.

incomact, ens!

Select one or more businesses 10 link,

a Toen are linking h o
Entity nama & ASN 3
& Winston and
<rag t 1[5 20 .
S find tho b looking
Nead .
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6. Enter an email address and click
Send Email to receive an
authorisation code via the email you
entered.

Note: The email address entered
here can be different to the one
used to set up your myGoviD. For
example, you may want to use a
business email address.

1ack 10 Relationship Authorisation Manager

Robin Winston

Your email
To link your selected businesses,
ates link 1o any of the

Step2

Entsr e 6 chgt varficaton cock 5610 your emai

| Verify

(== -

Email verification code sent

‘An email containing your 6 digit verification code has been sent to
robin.winston@gmail.com.

Once your email address is verified, you can continue linking your

Robin winstonandsons@gmail.com
Didn't receive a verification code? You should check:

> that the email address you provided is correct

> your spam folder.

=]

7. Check your email for a 6-digit
verification code. In RAM, enter the
verification code, click Verify and
then click Continue.

Back 1o Relationship Authorisation Manager

t_}_? An

Robin Winston

Your email

| (i) Verifcation successiul

T link your selectad businesses, you need to provids and verify your business smail address. You will recsive an email noffication when ather
associates link to any of the same businesses you have linked to. Find oul more &

Completa tha two steps process belaw.

Step 1

Enter your amal address 1o recane your 6 digit venficston code @

Aabin winstonandsonsiigmall.com Send email

Back || Cancel
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8. View the summary of the selected
business or businesses and select
the checkbox to declare you _

. Robin Winston
understand and accept. Click Summary of businesses you seecled
Smelt |-®Tﬁﬂwliio¢lnkrgyom 1ead and and Subi,

horisation Manager

ABN *
45002001501

45002001503

Note:

= More than one Principal Authority
can link the business in RAM.

Declaralion

| daclars that:

used my own idenlity credential to acoees this service

= Once the Principal Authority has
linked the business, their role
cannot be removed in RAM. You e Trmmm——
can only unlink the Principal o 1 1 e s i ] e b
Authority from the business by :
removing their details in the

Australian Business Register B o
(ABR) s =

in acfive urica | .am o longer the eigibls associate or tha

ines in th Australian Businses P casa it will snd
o | understand that by craating the relationahip | will have full access to the businees with govemment d

have the authority to the business.

9. A message will display confirming
your business is successfully linked.
Click Continue. You will be o o »

You will be redirected to Relationship Authorisation Manager to manage
returned back to the Manage your authorisations

authorisations page. |

2 of 2 businesses successfully linked

Details of you

To display details of you

1 can act for
Entity name & aBN S Status &

45002001501 o Active

45002001503 o Active Principai authorty @ View
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1.2 Creating an Authorisation Administrator

You need to be a Principal Authority or an existing Authorisation Administrator to authorise an
Authorisation Administrator.

An Authorisation Administrator:
= Can manage (create/view/edit/remove) authorisations
= Can import AUSkey users
= By default has full access to all participating government online services.

In addition, an Authorised Administrator can also become a Machine Credential Administrator.
Refer to 3 — Machine credential to learn more about machine credentials.

Who can complete this activity?

Principal Authority: a business owner or eligible associate of the business as listed in
the ABR.

. Existing Authorisation Administrator: a business representative who can act on behalf
of a business.

Creating an Authorisation Administrator — Detailed instructions

1. Goto:
https://authorisationmanager.gov.au T

Relationship Authorisation Manager

Click on Login with myGovID.

GoviD to;

L'y
Login with Govi

My Cloud Software Services Trial (Private Beta)

Only select Continue if you are participating in the trial for Department of Education Uniqua Student m
Identifier (USI) Office

1.2 Setting up in RAM: Creating an Authorisation Administrator 11
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2. Enter the email address linked to
your myGovID.

A code will appear. Open myGovID
on your smart device, log in and
enter the 4 digit code into the pop-
up within the app. Tap Accept.

Note: To learn more about how to
download and set up your myGoviD
visit the myGovID website:
https://www.myqgovid.gov.au/

10 login with the myGoviD app.

ed.

1. Download the app

&t | P G

e Pay

2. Prove who you are

3. Come back and login

1. Open myGovID on your phone

2. Accept or enter the code

2140

o

"

3. Come back

m

3. Select Manage authorisations to
be redirected to view all the entities
you can act for.

Robin Winston

Relationship Authorisation Manager

Create and manage relationships and

Link your business @

and their

Manage authorisations @

Enter an authorisation code @

Enter the cos

1.2 Setting up in RAM: Creating an Authorisation Administrator
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4. Select the business you would like
to add an authorisation to.

Relationship Authorisation Manager

To dispiay d s seloct the business hyperiink. ©

1 can act for
x n Add another business
Entity name & ABN 3 Status & Authorisation type
5002001503  Active ® View

5. Click Add new user.

tolp @ L Robin Winston -

Relationship Authorisation Manager

Representat History
: n e i
Representative name & Status & Authorisation type &
o Active Principal authority ® View

6. Complete the business
representative's details including
their full name and email address.
Click Continue.

Note:

= The business representative's
name must match the name
linked to their myGovID.

= The email address entered here
does not have to match the email
linked to their myGovID. For
example, you can choose to use
their business email address
instead.

cigital identiy 10 ACORPL I au

8 2 group email address

1.2 Setting up in RAM: Creating an Authorisation Administrator
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7. Complete the authorisation details —

[reay—

Select Yes to make the user an o Relationship Authorisation Manager
Authorisation Administrator.

Select Yes or No to whether you
want the user to also be a Machine
Credential Administrator (MCA).

Enter a start and end date for the
authorisation. Click Continue.

Note:

= The start date cannot be back
dated or left blank.

= The Machine Credential
Administrator role will allow the
representative to manage
machine credentials for the
business. Refer to 3 — Machine
credential to learn more.

8. Select the level of access. Click e
CO ntl nue. a ‘ « Relationship Authorisation Manager

By default, Authorisation
Administrators will be given Full
access to all participating
government online services.

Note:

= You will only be able to select the
level of access at an agency
level and not for each individual
service provided by the agency.

= Custom access is only available
for ATO Online services.
Selecting custom access will
allow you to customise the
access of the user in the final
step before creating the
authorisation.

1.2 Setting up in RAM: Creating an Authorisation Administrator



Note: Additional government agencies will use myGovID and RAM in the future.

When a new government agency becomes available in RAM, existing users (including
Authorisation Administrators) will have their access level for that agency set to ‘None’
by default.

To change access levels, refer to section 2.3 — Editing Authorisations.

9. View the summary, review the
details and select the checkbox to =
declare you understand and accept

Winston and Sons Gardening Services

the declaration. Click Submit.

Add authorisation

Fepresentate Authorization Customise

Start date: 20,0872018 End date: Noi specified
Authorisation type: Authorisation administrator Machine credential administrator: Yes

Agency access details

Agency Level of access
@ AUSTRALIAN TAXATION OFFIGE Full

Declaration

idlontity erodntial to atooss this service
e i above.

rship between the individual named above and the business.

this: relstionship, the i abova will be suthorisad 1o the businass with

a rvices | have selected, and all decisions and actions taken by the ramad individusl with theas agencies and services wil be freated o

approved by the businass.

« | have reviewed the agencies and senices | have selected for the individusl named abave 10 transact with on behall of the business end these conectly

reflect my intont.

« lunderstand that | will not be notfied when the person whom | have authorised choosse 10 exercias this suthorisation by acosssing & Govermment

ervice on behalf of the business | have suthorised them 1o st for.

* lundorstand o crasla thi b sharad with sgencios included in this requost, on bohall of the individusl

named above.

- ” e m

10. An authorisation with a 6-digit code
will be sent to the specified email
address. The authorisation will

Authorisation request

remain pend |ng until the user You have successiully created an authorisation. An email containing the
. . authorisation code to accept the authorisation has been sent to

accepts the request using their ameenahmed@gmail.com.

authorisation code. Refer to section

1.3 - Accepting an authorisation m
of this guide for instructions.

Note:

= If Custom access is selected for
the Australian Taxation Office,
you will be redirected to Access
Manager where you can
customise the permissions of the
user.

= The business representative has
seven days to accept their

1.2 Setting up in RAM: Creating an Authorisation Administrator



authorisation before the code
expires. After seven days, the
Principal Authority or another
Authorisation Administrator will
need to re-issue the
authorisation request.

11. You will be returned back to the
Manage authorisations page.

@Help @ L Robin Winston-

Relalionship Authorisalion Manager

Winston and Sons Gardening Services

ABN 45002001501

Representative | History

X Add new user Import AUSKey users
Representative name + Statis + Authorisation type &
Anmed, Amean Pending Autharisation administrator @® View ¢ Edit f§ Remave
Wisnton, Fiobin » Active Principal authority ® View

1.2 Setting up in RAM: Creating an Authorisation Administrator
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1.3 Accepting an authorisation

You need to be a business representative who has received an authorisation code via email.
Accepting your authorisation is a once-off activity.

Note:

=  To accept the authorisation, you will need to log into RAM with your myGovID. Go to the
myGovID website for instructions on how to set up your myGovID:
https://www.myqgovid.gov.au/

= You have seven days before the code expires. After seven days, the Principal Authority or
an Authorisation Administrator will need to issue a new authorisation request.

= The authorisation code will be sent to the email address provided by the Principal
Authority or Authorisation Administrator. If you didn’t receive a code, ask them to check
the email address of your authorisation and resend the authorisation if required (refer to
2.3 — Editing authorisations).

Who can complete this activity?

. All users (except Principal Authorities): All users except Principal Authroties will need
to complete this activity to accept their authorisaiton. Follow these instructions only after
you’ve received an authorisation code via email. This is a once-off activity.

Accepting an authorisation — Detailed instructions

1. Go to:
https://authorisationmanager.gov.au

@Help @

Relationship Authorisation Manager

Click on Login with myGovID.

YGOMD to:

My Cloud Software Services Trial (Private Beta)

Only select Gonlinue if you are participating in the Irial for Department of Educalion Unique Student
Identifier (USI) Office:

1.3 Setting up in RAM: Accepting an authorisation 17
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2. Enter the email address linked to
your myGovID.

A code will appear. Open myGovID
on your smart device, log in and 1. Download the app
enter the 4 digit code into the pop- : e S
up within the app. Tap Accept. ' B S

Note: To learn more about how to
download and set up your myGoviD
visit the myGovID website:
https://www.mygovid.gov.au/

1. Open myGoviD on your phone
2. Accept or enter the code

4138

My,
e

3. Come back

1.3 Setting up in RAM: Accepting an authorisation
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3. Enter the authorisation code sent to
your nominated email and click e e e
Submit.

Relationship Authorisation Manager

Ameen Ahmed

Note: The authorisation code is sent
to the email supplied by the person
who authorised you. This may not
be the email linked to your
myGovID.

Link your business @

Manage authorisations @

Enter an authorisation code @

4. Review the details and select the
checkbox to declare you
understand and accept. Click
Acc ept Accept authorisation

BETA. Help us improve. Complete our feedback surve, DHelp @ 2 Amoen Ahmed ~

M Australian Government Relationship Authorisation Manager

orisation summary

Once accepted, you are able to act
on behalf of the business when :
accessing government online :
services.

Authorisation type: jon administrator Machine credential administrator: Yos

Agency access details
Agency Level of access

Refer to 4.1 — Using myGovID to oo
access government online
services to learn how to start using
myGovID.

indertake,
ahip o the business,

1.3 Setting up in RAM: Accepting an authorisation



1.4 Importing AUSkey users

The Import AUSkey users feature allows you to create authorisations based on existing
AUSkey details and enables you to import multiple AUSkey users at a time.

You need to be the Principal Authority or Authorisation Administrator to import AUSkey users.

Important:
= You do not need an AUSkey to perform these actions.

= You can only import active Administrator and Standard AUSkeys. Inactive, cancelled or
revoked AUSKeys cannot be imported.

=  For each ABN, you can only import one AUSkey per person (some users may have
multiple AUSKkeys for the same ABN).

=  The AUSKey user's full name provided must match their myGovID digital identity.

=  You should use an email address the user can access. The authorisation request will be
sent to this email (this does not have to match their myGovID email).

= Access manager permissions will be carried over when the AUSkeys are imported into
RAM. It is recommended you check these permissions are up to date.

=  The user is required to access RAM to accept the authorisation. Refer to section 1.3 —
Accepting an authorisation for further information.

= You cannot import Device AUSKkeys. Refer to section 3 — Machine credential for the
replacement solution of Device AUSKkey.

= A maximum of 100 AUSkeys can be imported at a time. If the number of users you wish
to import exceeds this limit, you’ll need to repeat the following instructions multiple times.

Who can complete this activity?

Principal Authority: a business owner or eligible associate of the business as listed in
the ABR.

Authorisation Administrator: a business representative who acts on behalf of a
business.

1.4 Setting up in RAM: Importing AUSkey users



Importing AUSkey users — Detailed instructions

1. Goto:

https://authorisationmanager.gov.au

BETA Help us improve. Complate our feadback survey. @ Help @

22 T S— Relationship Authorisation Manager

Login

Login to Relationship Authorisation Manager (RAM) with your myGoviD to;

> link your business

> view and manage your business authorisations my
» accept an authorisation request Login with Gov|
> manage machine credentials

Learn more about myGoviD  and RAM o

My Cloud Software Services Trial (Private Beta)

Only select Continue if you are participating in the trial for Department of Education Uniqua Student m
Identifier (USI) Office

2. Enter the email address linked to
your myGovID.

A code will appear. Open myGovID
on your smart device, log in and
enter the 4 digit code into the pop-
up within the app. Tap Accept.

Note: To learn more about how to
download and set up your myGoviD
visit the myGovID website:
https://www.mygovid.gov.au/

1. Download the app

2. Prove who you are

3. Come back and login

1.4 Setting up in RAM: Importing AUSkey users
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1. Open myGoviD on your phone

2. Accept or enter the c:

3. Come back

ity and login online

1 out more.

3. Select Manage authorisations to
be redirected to view all the entities
you can act for.

BETA @Help @ 2 Ameen Ahmed-
Help us improve. Complete our feedback
survey.

¥ Relationship Authorisation Manager

Australian Government

Ameen Ahmed

Create and manage relationships and authorisations for businesses and their
representatives. Find out more &

Link your business @ >

Manage authorisations @ >

Enter an authorisation code @

Enter the code as shown in the authorisation email you received.

Note: The code is case sensitive

Accessibility & Privacy slaimer o Copyright =

1.4 Setting up in RAM: Importing AUSkey users
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4. Select the business you would like
to import AUSkey users for.

Help us improwe. Com
* Australian Government

Manage autharisations

Ameen Ahmed

Details of your authorisations a

To display details of your authorisation el

1 can act for
. e
Entity name * ABN = Status & Authorisation type *

o1 an Sons Gardening Sorvees 45002001501 o hctive utorsaton samnsaor v |

5. The Manage authorisations page
will be displayed with a list of all the
authorisations for the business.
Select Import AUSkey users.

Jomplete our fe y DHelp @ £ Ameen Ahmed~

o g
,’? Australian Government Relationship Authorisation Manager

Home  Manage autho

Winston and Sons Gardening Services

ABN 45002001501

Below is a list of representatives for this business. To add a business representative you have two options
« Select Add new user fo create a new authorisation for your business representative
« Select Import AUSkey users to import your existing AUSkey users 1o RAM. How 1

10 RAM

Representative ~ History
X n Add new user ‘ Import AUSkey users I

Representative name ~ Status & Authorisation type ~
Roco, Phil « Pending Authorisation user ® View 2 Edit & Remove
Luy, Jane « Pending Authorisation administrator @ View 2 Edit & Remove
Winston, Robin o Active Principal authority ® View
Ahmed, Ameen o Active Authorisation administrator @ View
Pearce, Suzanne ® Active Authorisation administrator @ View /2 Edit §f Remove
Winston, Bryce o Active Authorisation administrator @ View /2 Edit & Remove
Winston, Brendon o Active Authorised user ® View 2 Edit § Remove
Winston, Daniel o Active Authorisation administrator @ View 2 Edit & Remove

Back

1.4 Setting up in RAM: Importing AUSkey users



6. Use the selection criteria to search
for the AUSkeys you wish to import.

Select the users you wish to import
by selecting the checkbox beside
each user, or check select all.

Note:

= Existing AUSkey access and
permissions will be carried over
to RAM.

= You will need to import standard
and administrator AUSkeys
separately as different
permissions will apply to these
representative types.

= Up to 100 users can be
imported at a time.

Winston and Sons Gardening Services
ABN 45002001501

Import AUSkey users

Select one o mors AUSey holders to import 1o RAM @

2 out of 2 sslected to impor

Given name(s) Family name = Business email address AUSkey name +

3 Jorn HUNTER JOHN HUNTER
4 e WNSTON PHILLIP WINSTON
- .
d m

(Optional) If you would like to save
or print a copy of the AUSkey
search results, select Export.

A list of the selected AUSkeys will
be downloaded in a table format.

This will make it easier for you to
review the current AUSkey holders
for your business.

Export AUSkeys

By selecting continue, the AUSkeys will be downloaded to your
computer's download folder using the format selected.

Note: Only a maximum of 1000 entries can be exported at a time.
Format*

CSV - Comma separated values

A B c D 3 F G H 1 J
1 |AUSKeytype AUSKey status Given name(s) Lastname Business email address Display name
2 Standard  ACTIVE JOHN HUNTER  J.hunter@gmail.com JOHN HUNTER

3 Standard  ACTIVE PHILLIP
4

WINSTON Phil03winston@gmail.com  PHILLIP WINSTON '
5

1.4 Setting up in RAM: Importing AUSkey users
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7. Select Continue to move to the
update details screen.

The update details screen allows
you to:

= Update the name, email address,
and access duration associated
with Standard AUSkeys.

= Update the email address and
access duration associated with
Admin AUSkeys. If an
Administrator AUSkey user’s
name does not match the full
legal name they used to set up
their myGovID, you will need to
create a new authorisation for
them (refer to 1.2 — Creating an
Authorisation Administrator).

Note:

= The business representative's
name must match the name
linked to their myGovID.

= The email address entered here
does not have to match the email
linked to their myGovID. For
example, you can choose to use
their business email address
instead.

DHelp @ & An Abenads

Relationship Authorisation Manager

Winston and Sons Gardening Services
ABN 45002001501

Import AUSkey users

Select AUSkeys m Agency access Summary Confirmation
O @G @ - @
{ )
o/ 2/ 2/
e

Fialds marked

middle names). @

ol be updated in RAM,

Provide the represe:

digital identity to accept tha authorisation

Family name * & usiness email address * & Standate  End date

B [
JOHN HUNTER s
PHLLF WNSTON

Continue

-

8. Select the level of access for each
government agency. Click
Continue.

Note:

= Administrator AUSkey users will
be given full access and
become Authorisation
Administrators in RAM by
default. Authorisation
Administrators have the ability
to manage
(create/view/edit/remove)
authorisations.

= Standard AUSkey users will be
given custom access and

BETA Help us imp iplete our feedback survey.

Relationship Authorisation Manager

Winston and Sons Gardening Services

ABN 45002001501
Import AUSkey users

Select AUSkeys Update details Summary Confirmation
@ @ o @ S

nctatory

Fislds marked with an * a

. Choose the agencies you want the selected business representative/s to access. Levels of access available to select from may vary.

NB: At least one agency must have a level of access of either Full or Custom to continue. @

@Help @ & Ameen Ahmed-

Agency Level of access*

@ AUSTRALIAN TAXATION OFFIGE ® Custom Nene
feck Cenee -I
[o— Prvacy @ S—— Copyng @
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become Authorised Users in

RAM by default. Custom access

gives the user the same
permissions that they're
authorised for in Access
Manager.

Note: Additional government agencies will use myGovID and RAM in the future.

When a new government agency becomes available in RAM, existing users (including
Authorisation Administrators) will have their access level for that agency set to ‘None’

by default.

To change access levels, refer to section 2.3 — Editing Authorisations.

9. The summary screen is displayed.
Review details and select the
checkbox to declare you
understand and accept the
declaration. Click Submit. Once
submitted, an authorisation request
will be sent via email to each user.

BETA| Holp us improve. Complete our lnedback survey. @Holp @ SL Amoon Ahmod-

_f*;j? e Corermmens
7

Winston and Sons Gardening Services
ABN

Relationship Authorisation Manager

Import AUSkey users

Selact AUSkeys Update detsils Agency access w Confirmation
O ® © O 5

Review the list and accept the declaration. The business representative wil receive an authorisation request to the listed email address. @

Given name(s) = Family name = Business email address + Start date End date
JOHN HUNTER Jhunter@gmail com 23/00/2019 Not specified
PHILLP WINSTON Philggwinston@gmail.com 23/09/2019 Not specified
Agency access details
Agency Level of access
@ AUSTRALIAN TAXATION OFFIGE Gustom
Declaration
| dectara that
.1 identity i thi .
« 1am authorised to oreate thosa relationships on behal! of the businass identifisd abovo.
. 3 = A

batween the above and the business.

« lunderstand that by o
# agenci ind actions taken by the named indhiduals with these agendies and service will bo

o)
treated as approved by the busines.
.l jowed th agencies.and | — ith on behall of the by

rofloct my intent.
+ lunderstand that | will not bo notified when a per
‘on bahalf of the business | have authorised them 1o act for

1 have authorised ohx ing a Government sorvice

« lunderstand to create this authorisat with i in this requost, on behalf of the individuals
named above.

I | | understand and accept this declaration I

e B

10. A confirmation notification is
displayed. Click Continue.

2 of 2 AUSkeys successfully imported

To see a summary of the results, select Continue.

1.4 Setting up in RAM: Importing AUSkey users

26



11. The confirmation screen will display
with a summary of successful
and/or failed authorisation requests.

Winston and Sons Gardening Services
ABN 45002001501

Authorisations will remain as
‘pending’ until they are accepted by
the user.

mport AUSkey users

Select AUSkeys Update details Agency access Summary w

All imported users will be sent an
email with a 6-digit authorisation

code. The representative will need
to accept the authorisation within
seven days to complete the Import
AUSkey process. To accept the
authorisation the user can follow
instructions in section 1.3 -
Accepting an authorisation of this
guide.

Click Continue to be returned back
to the Manage authorisations
screen.

Important:

= The AUSKey user has seven days to accept their authorisation before the code expires. After
seven days, the Principal Authority or an Authorisation Administrator will need to re-issue the

authorisation request.

= No error will display for an incorrect name or email address. If you’ve made a mistake, refer
to 2.3 — Editing authorisations to edit and resend the authorisation.

= Once an AUSKey has been imported into RAM, it cannot be imported again.

If any AUSkeys failed to be imported, an error message will be provided. See below for a list of

possible errors:

Error Message

Resolution

The AUSkey information provided during
importation is incorrect. Review the AUSkey data
and update accordingly.

This can occur when the name of an AUSkey
user has been changed significantly from the
original name. If this occurs, create a new
authorisation for the user (refer to 2.1 —
Creating new authorisations).

The AUSkey that you are trying to import already
exists in RAM.

This can occur when an AUSKkey user has
recently been imported by another Authorisation
Administrator.

1.4 Setting up in RAM: Importing AUSkey users
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2. Manage authorisations in RAM

Relationship Authorisation Manager (RAM) allows the Principal Authority or an Authorisation
Administrator to manage authorisations. This includes four key functions — creating, viewing,
editing and removing authorisations.

Note: Authorised Users cannot manage authorisations.

Section Overview
2.1 Creating new authorisations — Appoint an Authorisation Administrator or an Authorised
User.

2.2 Viewing authorisations — View a representative’s email, authorisation details, agency
access details, and status.

2.3 Editing authorisations — Edit authorisation details and access.

2.4 Removing authorisations — End an authorisation.

2 Manage authorisations in RAM
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2.1 Creating new authorisations

You can appoint a business representative to be either an Authorisation Administrator or
Authorised User. Both types of roles will enable the business representative to act on behalf of
the business when using government online services. The main difference is that an
Authorisation Administrator can also manage (create/view/edit/remove) authorisations.

In addition, both Authorisation Administrators and Authorised Users can also become Machine
Credential Administrators. Refer to 3 — Machine credential to learn more about machine
credentials.

Who can complete this activity?

Principal Authority: a business owner or eligible associate of the business as listed in
the ABR.

‘ Authorisation Administrator: a business representative who can act on behalf of a
business.

Creating new authorisations — Detailed instructions

1. Goto:
https://authorisationmanager.gov.au B o

Relationship Authorisation Manager

Click on Login with myGovID.

YGOMD to:

My Cloud Software Services Trial (Private Beta)

Only select Gonlinue if you are participating in the Irial for Department of Educalion Unique Student
Identifier (USI) Office:
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2. Enter the email address linked to
your myGovID.

A code will appear. Open myGovID
on your smart device, log in and
enter the 4 digit code into the pop-
up within the app. Tap Accept.

Note: To learn more about how to
download and set up your myGoviD
visit the myGovID website:
https://www.myqgovid.gov.au/

10 login with the myGoviD app.

ed.

1. Download the app

& i gion

> Eocgerer

2. Prove who you are

3. Come back and login

1. Open myGovID on your phone

2. Accept or enter the code

291740
RS
ETS

"

3. Come back

3. Select Manage authorisations to
be redirected to view all the entities
you can act for.

Robin Winston

Relationship Authorisation Manager

Create and manage relationships and

Link your business @

and their

Manage authorisations @

Enter an authorisation code @

Enter the cos

2.1 Manage authorisations in RAM: Creating new authorisations
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4. Select the business you would like
to add an authorisation to.

Relationship Authorisation Manager

To dispiay d s seloct the business hyperiink. ©

1 can act for
x n Add another business
Entity name & ABN 3 Status & Authorisation type
45002001503 » Active ® View

5. Click Add new user.

tolp @ L Robin Winston -

Relationship Authorisation Manager

Representat History
: n e i
Representative name & Status & Authorisation type &
o Active Principal authority ® View

6. Complete the business
representative's details including
their full name and email address.
Click Continue.

Note:

= The business representative's
name must match the name
linked to their myGovID.

= The email address entered here
does not have to match the email
linked to their myGovID. For
example, you can choose to use
a business email address
instead.

cigital identiy 10 ACORPL I au

8 2 group email address

2.1 Manage authorisations in RAM: Creating new authorisations
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7. Complete the authorisation details -
select Yes or No if you want the
user to become an Authorisation
Administrator and/or a Machine
Credential Administrator (MCA).

The Authorisation Administrator role
will allow the representative to
manage (create/view/edit/remove)
authorisations for the business.
Selecting No to this will make the
business representative an
Authorised User.

Then enter a start and end date for
the authorisation. Click Continue.

Note:

= The start date cannot be back
dated or left blank.

= The Machine Credential
Administrator role will allow the
representative to manage
machine credentials for the
business. Refer to Section 3 —
Machine credential to learn
more.

[reay—

Relationship Authorisation Manager

8. Select the level of access for each
agency. Click Continue.

Note:

= You will only be able to select the
level of access at an agency
level, and not for each individual
service provided by the agency.

= Custom access is only available
for ATO Online services.
Selecting custom access will
allow you to customise the
access of the user in the final
step before creating the
authorisation.

T p——

ﬁ Australian Govcrnment Relationship Authorisation Manager
o

Winston and Sons Gardening Services
ABN 45002001501

Agency Level of access *

2.1 Manage authorisations in RAM: Creating new authorisations
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Note: Additional government agencies will use myGovID and RAM in the future.

When a new government agency becomes available in RAM, existing users (including
Authorisation Administrators) will have their access level for that agency set to ‘None’
by default.

To change access levels, refer to section 2.3 — Editing Authorisations.

9. View the summary, review the
details and select the checkbox to =
declare you understand and accept

Winston and Sons Gardening Services

the declaration. Click Submit.

Add authorisation

Fepresentate Authorization Customise

Start date: 20,0872018 End date: Noi specified
Authorisation type: Authorisation administrator Machine credential administrator: Yes

Agency access details

Agency Level of access
@ AUSTRALIAN TAXATION OFFIGE Full

Declaration

idlontity erodntial to atooss this service
e i above.

rship between the individual named above and the business.

this: relstionship, the i abova will be suthorisad 1o the businass with

a rvices | have selected, and all decisions and actions taken by the ramad individusl with theas agencies and services wil be freated o

approved by the businass.

« | have reviewed the agencies and senices | have selected for the individusl named abave 10 transact with on behall of the business end these conectly

reflect my intont.

« lunderstand that | will not be notfied when the person whom | have authorised choosse 10 exercias this suthorisation by acosssing & Govermment

ervice on behalf of the business | have suthorised them 1o st for.

* lundorstand o crasla thi b sharad with sgencios included in this requost, on bohall of the individusl

named above.

- ” e m

10. An authorisation with a 6-digit code
will be sent to the specified email
address. The authorisation will

Authorisation request

remain pend |ng until the user You have successiully created an authorisation. An email containing the
. . authorisation code to accept the authorisation has been sent to

accepts the request using their ameenahmed@gmail.com.

authorisation code. Refer to section

1.3 - Accepting an authorisation m
of this guide for instructions.

Note:

= If Custom access is selected for
the Australian Taxation Office,
you will be redirected to Access
Manager where you can
customise the permissions of the
user.

= The business representative has
seven days to accept their

2.1 Manage authorisations in RAM: Creating new authorisations



authorisation before the code
expires. After seven days, the
Principal Authority or an
Authorisation Administrator will
need to re-issue the
authorisation request.

11. You will be returned back to the
Manage authorisations page.

@Help @ L Robin Winston-

Relalionship Authorisalion Manager

Winston and Sons Gardening Services

ABN 45002001501

Representative | History

X Add new user Import AUSKey users
Representative name + Statis + Authorisation type &
Anmed, Amean Pending Autharisation administrator @® View ¢ Edit f§ Remave
Wisnton, Fiobin » Active Principal authority ® View

2.1 Manage authorisations in RAM: Creating new authorisations

34



2.2 Viewing authorisations

Who can complete this activity?

Principal Authority: a business owner or eligible associate of the business as listed in
the ABR.

. Authorisation Administrator: a business representative who acts on behalf of a
business.

Viewing authorisations — Detailed instructions

1. Goto:
https://authorisationmanager.gov.au

BETA Help us improve, plete our feadhack sUrvey. @ Help @

Australian Government Relationship Authorisation Manager

Click on Login with myGovID.

jr (RAM) with your myGaviD to

> view and manage your b uthorisations

my
» accept an authorisation request Login with Govl
> manage machine credentials

Learn more about myGoviD  and RAM o

My Cloud Software Services Trial (Private Beta)

Only select Gonlinue if you are participating in the Irial for Department of Educalion Unique Student
Identifier (USI) Office:

2. Enter the email address linked to
your myGovID.

A code will appear. Open myGovID
on your smart device, log in and
enter the 4 digit code into the pop-
up within the app. Tap Accept.

Prove who you are

3. Come back and login

Note: To learn more about how to
download and set up your myGoviD
visit the myGovID website:
https://www.mygovid.gov.au/
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1. Open myGoviD on your phone

2. Accept or enter the code

1430
Mo,
A

Waiing

3. Come back

3. Select Manage authorisations to
be redirected to view all the entities

you can act for.

@ Help @ £ Amcon Ahmed-

BETA
Help us improve. Complete our feedback

survey.

Relationship Authorisation Manager

r

Australian Government

Ameen Ahmed

Create and manage relationships and authorisations for businesses and their

representatives. Find out more

Link your business @

Manage authorisations (2]

Enter an authorisation code @

Enter the code as shown in the authorisation email you received.

Note: The code is case sensitive
Accessibility & Privacy 2 Disclaimer Copyright &

4. Select the business you would like
to manage authorisations for.

@ Help @ L1 Ameen Ahmed:

BETA Holp US IMprove. COmpiote pur feadback surs
Relationship Authorisation Manager

* Australian Government

Manage autharisations

Ameen Ahmed

153 hyperiik @

lect "View’. To manage authorisations select the b

1 can act for

. T
Entity name * ABN = Status Authorisation type *
Winss _— 45002001501 o Active Authorisation administrator @ View I

2.2 Manage authorisations in RAM: Viewing authorisations
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5. The business selected is displayed
with all the representatives who are
able to act on behalf of the
business. Select the view icon next
tO the representative yOU Want tO Below is a fist of representatives for this business. To add a business representative you have two options:

Vl ew « Saloct Add new user to create a new authorisation for your business representative
. « Saloct Import AUSKey users to import your existing AUSkey users 10 RAM. How to

BETA Help us imy > = @Help 2 S} Amoen Ahmed~

'* Australian Government Relationship Authorisation Manager

Winston and Sons Gardening Services

ABN 45002001501

AUSke 10 RAM

Representative History

g
Representative name + Status & Authorisation type <
Roco, Phil o Pending Authorisation user ® View 2 Edit & Remove
Luu, Jane  Pending Authorisation administrator @ View 2 Edit & Remove
Winston, Robin o Active Principal authority ® View
Ahmed, Ameen  Active Authorisation administrator @ View
Pearce, Suzanne ® Active Authorisation administrator @ View 2 Edit & Remove
Winston, Bryce o Active Authorisation administrator @ View 2 Edit & Remove
Winston, Brendon o Active Authorised user 2 Edit & Remove

Winston, Daniel ® Active Authorisation administrator

® View 2 Edit & Remove

6. The representative's access and
authorisation details are displayed.

BETA Help us improve

Relationship Authorisation Manager

Winston and Sons Gardening Services

ABN 45002001501

Authorisation summary
Representative details

Name: Brendon Winston
Current business email address: Brandon.james. winston89@gmail. com

Authorisation details

ABN: 45002001501 Entity name: Winsion and Sons Gardening Services
Start date: 01/08/2019 End date: Not specified
Authorisation type: Authorised user Machine credential administrator: No

Authorisation status: Active

Agency access details

Agency Level of access

() AUSTRALIAN TAXATION OFFICE Custom

Authorisation code details

Authorisation code: 830y1z Issue date: 01/08/2019

Code expiry date: 08/08/2019 Code status: Accepted

Actioned on: 01/08/2019 Authorisation code email address:
Brendon james.winston89@gmail.com

flemove m
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2.3 Editing authorisations

Note: An Authorisation Administrator cannot edit their own authorisation and permissions.

Who can complete this activity?

Principal Authority: a business owner or eligible associate of the business as listed in
the ABR.

. Authorisation Administrator: a business representative who acts on behalf of a
business.

Editing authorisations — Detailed instructions

1. Goto:
https://authorisationmanager.gov.au

BETA. Help us imp

Australian Government Relationship Authorisation Manager

Click on Login with myGovID. Login

Login to Relationship Authorisation Manager (RAM) with your myGaviD to

m
Login with Govl

> manage machine credantials

Learn more about myGoviD  and RAM o

My Cloud Software Services Trial (Private Beta)

Only select Continue if you are participating in the trial for Department of Education Uniqua Student m
Identifier (USI) Office

2. Enter the email address linked to
your myGovID.

A code will appear. Open myGovID
on your smart device, log in and
enter the 4 digit code into the pop-
up within the app. Tap Accept.

2. Prove who you are

3. Come back and login

Note: To learn more about how to
download and set up your myGoviD
visit the myGovID website:
https://www.mygovid.gov.au/

2.3 Manage authorisations in RAM: Editing authorisations
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3. Come back

3. Select Manage authorisations to
be redirected to view all the entities

you can act for.

BETA @Help @ £ Ameen Ahmed~
Help us improve. Complete our feedback
survey.

Relationship Authorisation Manager

Government

Ameen Ahmed

Create and manage relationships and authorisations for businesses and their

reproscntatives. Find out more

Link your business @

Manage authorisations (2]

Enter an authorisation code @

Enter the code as shown in the authorisation email you received.

Nate: The eode is case sensifive
Copyright &

4. Select the business you would like

to manage authorisations for.

loma  Manage autharisations

BETA| Holp us improve, Complote our fesch: @Help & L\ Amsen Ahmsd
* Australian Government Relationship Authorisation Manager

Ameen Ahmed

Details of your authorisations a
To display details of your autho “Viow. To manage auhorsations ssiect Iho businoss hyperiink. @

1 can act for

x Add another business

Entity name ABN Status = Authorisation type *

aso02001501 o Active Authorsaon admintrator Viow |

2.3 Manage authorisations in RAM: Editing authorisations
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5. The business selected is displayed
with all the representatives who are
able to act on behalf of the
business. Select the edit icon next
to the authorised representative you
wish to edit.

Note:

= The authorisation for the
Principal Authority role cannot be
edited.

= An Authorisation Administrator
cannot edit their own
authorisation and permissions.

@Help @ £, Amoen Ahmed

Relationship Authorisation Manager

Winston and Sons Gardening Services
ABN 45002001501

Below is a list of representatives for this business. To add a busines:
* Select Add new user (o creal aw authorisation for your
« Select Import AUSkey users 1o import your existing AUSkey users 1o RAM. How to import my AUSkey users 1o RAM

have two options:

Representative History
4 n m ) e

Representative name + Status = Authorisation type +
Roco, Phil « Pending Authorisation user ® View Remove
Luu, Jane ® Pending Authorisation administrator ® View 2 Edit & Remove
Winston, Robin  Active Principal authority ® View
Ahmed, Ameen ® Active Authorisation administrator @ View
Pearce, Suzanne ® Active Authorisation administrator @ View 2 Edit £ Remove
Winston, Bryce ® Active Authorisation administrator @ View /2 Edit £ Remove
Winston, Brendon ® Active Authorised user ® View 2 Edit i Remove
Winston, Daniel ® Active Authorisation administrator ® View 2 Edit & Remove

Back

6. The Edit Authorisation page is
displayed with all the representative
details and authorisations.

The edits you can make to an
authorisation will depend on the
following status:

= Pending — you can edit the
Authorised User’'s name, email
address, start and end dates,
Authorisation Administrator
status and agency permissions.

= Accepted (with a future start
date) — you can edit the
authorisation start and end
dates, Authorisation
Administrator status and agency
permissions.

= Active — you can edit the
authorisation end date,
administrator status and agency
permissions.

= |nactive — no action can be
taken.

BETA  Help us imps C ate our fee . DHelp @ S Ar

Relationship Authorisation Manager

Winston and Sons Gardening Services

ABN 45002001501

Edit Authorisation
Representative details

Provide the representative’s full legal name (including any middle names)
> The name provided in ihis auihorisation must maich the representative's digital identity to accept the authorisation

> If he represes known by one name, use the Family name field

> Use an email address thal only the representalive can access Do nol use 3 group email address

Figlds marked with an * are mandatory

Famiy name®

Phil Roco

Emai add

Confitm email address*

philroco1st

@gmail.com phil.roco1501 @gmail.com

Authorisation details

Do you want the representative to be an Authorisation administrator? @

Stant date Y@ End date @

14/10/2019 B | Naend date

Agency access

Choose the agencies you want the selected business representative/s to access. Levels of access available to select from
may vary.
NB: At least one agency must have a level of access of either Full or Custom to continue. @

Agency Level of access *

@ AUSTRALIAN TAXATION OFFICE Ful # Custom None

2.3 Manage authorisations in RAM: Editing authorisations
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7. Make the edits as required and
select Continue.

Note: Additional
government agencies will
use myGovID and RAM in
the future.

When a new government
agency becomes available
in RAM, existing users
(including Authorisation
Administrators) will have
their access level for that
agency set to ‘None’ by
default.

BETA Help us improv

£

Australian Government

Ip @

Relationship Authorisation Manager

Winston and Sons Gardening Services

ABN 45002001501

ean Ahmed-

Edit Authorisation
Representative details

Frovide the representative’s full legal name (i
> The name provided in this

ding any middle names)
1 must match the

2 If the representative is known by one name, use the Family name field

> Use an email address that only the representative can access. Do nol use a group email address

Fields marked with an * are mandatory
Given name(s)

Phil

Emai address®

phil.rocal1501@gmail com

Authorisation details

Family name*
Roco
Confirm email address *

phil roco1501 @gmail com

‘s digital identity to accept the authorisation

Do you want the representalive to be an Authorisation administrator? *@

Start dole*@ End dote @

14/10/2019

Agency access

B[] voenaome

Choose the agencies you want the selected business representative/s to access. Levels of access available 1o select from

may vary.

NB: At least one agency must have a level of access of either Full or Custom to continue. @

Agency

(@ AUSTRALIAN TAXATION OFFICE

Cancel

Level of access *

Full * Custom None

ivaey O Disclaimer =

8. The summary screen is displayed.

Review details and select the
checkbox to declare you
understand and accept the
declaration. Click Submit.

BETA Help us improve

Complete oL

s Australian Government

@ Help @

Relationship Authorisation Manager

Winston and Sons Gardening Services

ABN 45002001501
Edit Authorisation

Representative details

Amoen Ahmed~

Name: Phil Roco

Authorisation code email address: phil.roco1501@gmail.com

Authorisation details

Start date: 14/10/2019
Authorisation type: Authorised user

Agency access details

End date: Not specified
Machine credential administrator: Yes

Agency

@ AUSTRALIAN TAXATION OFFICE

Declaration

Level of access

Custom

| declare that:

business and these correctly reflect my intent.

on behalf of the individual named above.

o | understand that | will not be notified when the person whom | have
accessing a Government service on behalf of the business | have authorised them to act for.
« | understand that the email address used to create this authorisation may be shared with agencies included in this request,

« | have used my own identity credential to access this service.

* | am authorised to create this relationship on behalf of the business identified above.
« | am croating a relationship batween the individual named above and the business.
« | understand that by creating this relationship, the individual named above will be authorised to transact on behalf of the
business with the government agencies and services | have selected, and all decisions and actions taken by the named
individual with these agencies and services will be treated as approved by the business.
| have reviewed the agencies and services | have selected for the individual named above to transact with on behalf of the

to exercise th

by

| 1understand and accept this declaration

Back Cancel

yight &
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9. Modified authorisation notification
appears' CIICk Continue. Modified authorisation
A new authorisation code is sent to You have successfully modified the authorisation. An email containing a
h , il Th new authorisation code to accept the authorisation has been sent to
the user’s email. The user must re- phil.roco1501@gmail.com.
accept their authorisation. Refer to To customise the authorisation, select Continue.
section 1.3 — Accepting an
authorisation for instructions.
10. The Customise access permission

page is displayed. If you have
chosen to authorise custom access
and permissions to the business
representative for ATO online
services, click on the link to ATO
Access Manager.

Relationship Authorisation M:

Winston and Sons Gardening Services
ABN 45002001501

Phil Roco

Agency Level of access

2.3 Manage authorisations in RAM: Editing authorisations
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11. The Modify Access and
Permissions page is displayed.
Under permissions, select the
access and permissions you wish
the authorised representative to
have.

Then click the Save button.

Who has access to my
business

Whose business | can
access.

My hosted SBR software
services

External Links.

Australian Business
Register

Modify access and

Jon:

Access Manager

© You can modity a ser's access on this page sing the radio button oplions below. To SUBMIL the changes, select 'Save'

Credential holder access.

Name:
Authorisation type: Authorised user
Access administrator: “No - Yes
Access Love: Custom
Busine No appointments
access: Change access: My cradental hoklars with auto access
Status: Pending
Authorisation Period: 141102019 - 311129999
Permissions

© Only user's with Custom and Standard access, and Device credentials, can have their

permissions modified

Zes

The following actions
can be performed by
visiting Relationship
Authoisation
Manager.

- Change the level
of access to Full of
Custom access

«Remove a users
authortsation

- Authorise a new
user

To moaity the
permissions of a Full
access user, their
access level must first
be changed from Full
access 1o Custom
access.

functionaiy (Inchuding

Select Al Cloar All |

~ Payments and Refunds

Paymant pians
Refund raquests
Transter roquests

~ ATO Transactions

Activity statements
Annual investmant income report

Attibusion managed investment trust retum
Cortificate of coverage request

Closety held trust beneficiary report

Common Reporting Standard (CRS) Statement
Consoiidated group notication
Country by country report

Direct debit

Electronic payment systems transactions report
Electranic portabilty form

Employes commencemant form

Employee share scheme annual report

FBT rotum

Forvln mcoind e conplece =l FATCH)

General purpase financial statements
Member contributons statement

Merchants point of sale transactions reporting
Nonindidual income tax rotum

Objection and private ruling applications

Super contrbution repart

Super guarantee charge statement
Taxable payments annual repor
TEN declaration

Transfer of shares and unts

~ Administration

‘View and action own mai
Access other users' mail

my business.

View AddlUpdate Cancel ABN

Coan Chan [Coan

View  Propare  Lodge  Revise
1

an Clan Clan [oan

Cancel |

Erian statement | Secuty

For
use the Assign RANs
button 1o manage a
user's access 10 your
clients.

Disabling and

removing access

within Access.

Manager can only be
ed

performed for
Standard AUSKey
users.

2.3 Manage authorisations in RAM: Editing authorisations
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12. A notification that your changes
have been saved successfully is .
d|sp|ayed_ Accoss Manager Links ABMN: 45 002 001 501 Business: Winston and Sons Gardening Semices

Home Youare here: Home » Access and permissions.

My business.
Access and
permissions
Business
appointments

Access and ions
Hor n

Who has accass to my
business

Whose business | can
ess

© The fallowing tabla contains a list of all credential holders for your business. Sslect a credantial halder's name to view or modify their

access and permissions

Name search
My hosted SBR .
p = Sumame: andor First name:

Search
External Links —
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2.4 Removing authorisations

Who can complete this activity?

Principal Authority: a business owner or eligible associate of the business as listed in
the ABR.

. Authorisation Administrator: a business representative who acts on behalf of a
business.

Removing authorisations — Detailed instructions

1. Goto:
https://authorisationmanager.gov.au

BETA Help us improve, plete our feadhack sUrvey. @ Help @

Australian Government Relationship Authorisation Manager

Click on Login with myGovID.

jr (RAM) with your myGaviD to

> view and manage your b uthorisations

my
» accept an authorisation request Login with Govl
> manage machine credentials

Learn more about myGoviD  and RAM o

My Cloud Software Services Trial (Private Beta)

Only select Gonlinue if you are participating in the Irial for Department of Educalion Unique Student
Identifier (USI) Office:

2. Enter the email address linked to
your myGovID.

A code will appear. Open myGovID
on your smart device, log in and
enter the 4 digit code into the pop-
up within the app. Tap Accept.

Prove who you are

3. Come back and login

Note: To learn more about how to
download and set up your myGoviD
visit the myGovID website:
https://www.mygovid.gov.au/
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1. Open myGoviD on your phone

2. Accept or enter the code
0759
Mo,

”m
Watng

3. Come back

you can act for.

3. Select Manage authorisations to
be redirected to view all the entities

BETA @Help @ £ Amcen Ahmed-
Help us improve. Complete our feedback
survey.
Relationship Authorisation Manager
Australian Government
Ameen Ahmed
Create and manage relationships and authorisations for businesses and their
representatives. Find out more &
Link your business @ >
Manage authorisations (2] >
Enter an authorisation code @
Enter the code as shown in the authorisation email you received.
Note: The code is case sensitive
Copyright &
4. Select the business you would like
. . @Help & L4 Amacn Ahmed
to manage authorisations for. , ,
Relationship Authorisation Manager
ma  Manage autharisstions
Ameen Ahmed
Dstals of your authorisations
To display delails of your authorisa hyperlink. €
1 can act for
Entity name =

ABN =

25002001501

Status =

« Active

Add another business

Authorisation type *

2.4 Manage authorisations in RAM:

Autharisation administrator

® View I

Removing authorisations
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5. The business selected is displayed
with all the representatives who are
able to act on behalf of the
business. Select the remove icon
next to the authorised : S -
representative you wish to remove. QU el gt ol s oo - O

« Saloct Import AUSkey users to import your existing AUSkey users 1o RAM. How to import my AUSkey users to RAM

@Help @ £, Amoen Ahmed

ralian Go Relationship Authorisation Manager

Winston and Sons Gardening Services

ABN 45002001501

Representative History
Note:

= The authorisation for the e O o I oo | impor avsreyuers |

Principal Authority role cannot be

removed. To remove a Principal :,pmm m m“w
Authority role, an authorised i
representative will need to go to

the ABR site and cancel the link [T T I DI
between the associate and the Wiston, xendon oot ser ® Vew 7 § Remore
business ABN. The change will e
be updated in RAM in real time. — -

= As a Principal Authority or an
Authorisation Administrator you
can remove all pending, active,
and accepted authorisations with
future start dates, except your
own authorisations.

6. A Remove confirmation notification
is displayed - select Yes to confirm
the removal of the authorisation.
You will be returned to the Manage Are you sure you want to remove this authorisation?
authorisations screen.

Remove confirmation

Removing this user will permanently end their authorisation.
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;

Home  Manage authorisations

ian Government

Manage credential

dback survey.

Winston and Sons Gardening Services

ABN 45002001501

elationship Author

tion Mar

n Ahme

Below is a list of representatives for this business. To add a business representative you have two options:
« Select Add new user 1o create a new authorisation for your business representative
« Select Import AUSKey users 1o import your existing AUSKey users 10 RAM. How 10 import my AUSkey users 1o RAM

Representative History

S -

it freccly

Authorisation type +
Authorisation administrator
Authorisation administrator
Principal authority
Authorisation administrator
Authorisation administrator
Authorisation administrator

Authorised user

® View 2 Edit &
® View 2 Edit &
® View
® View
® View 2 Edit &
® View 2 Edit &

® View  Edit &

Remove

Remove

Remove

Remove

Remove

Representative name *  Status +

Roco, Phil o Pending
Luy, Jane « Pending
Winston, Robin o Active

Ahmed, Ameen o Active

Pearce, Suzanne o Active

Winston, Bryce o Active

Winston, Brendon o Active

| winston, Daniel  Inactive - Removed

Authorisation administrator

® View

(=]

2.4 Manage authorisations in RAM: Removing authorisations
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3. Machine credential

A machine credential is installed on a device and enables you to interact directly with
government online services through your business software.

Machine credentials will replace any Device AUSkeys currently used in software.
Machine credentials are used by:

Businesses or tax professionals who interact with ATO online services directly through
desktop or locally hosted software. In this instance, the machine credential is created by
the business and performs the same function as an Administrator or Standard AUSkey in
software. Your digital service provider will let you know once your software has been
updated.

Digital service providers who offer cloud software, to enable software authentications by
third party users. In this instance, the digital service provider creates a machine credential
and installs it on their server.

Note: If you use cloud based Standard Business Reporting (SBR) enabled software you will
not need to create a machine credential.
Section Overview

3.1 Creating a machine credential — Install the required browser extension and install a
machine credential.

3 — Machine credential
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3.1 Creating a machine credential

Who can complete this activity?

Principal Authority: a business owner or eligible associate of the business as listed in
the ABR.

Machine Credential Administrator role: a business representative with permissions to
manage machine credentials on behalf of the business.

About the Machine Credential Administrator role

=  Both Authorised Administrators and Authorised Users can be Machine Credential
Administrators.

= To authorise a Machine Credential Administrator, refer to section 2.1 — Creating new
authorisations and follow the detailed instructions.

= If you're already an Authorised Administrator or Authorised User but you’re not a Machine
Credential Administrator, ask the Principal Authority or an Authorisation Administrator to
edit your authorisation (See 2.3 — Editing authorisations). You cannot edit your own
authorisation.

Before you start

IMPORTANT: The first time you try to install a machine credential, you’ll be directed to install
a browser extension. This guide will take you through the process of installing both the
browser extension and a machine credential.

For compatibility reasons, you'll need to perform the following steps on either a Chrome or
Firefox web browser and be running a Windows, macOS, or Linux operating system.

Creating a machine credential — Detailed instructions

1. Using Chrome or Firefox, go to:
https://authorisationmanager.gov.au

@Help @

Relationship Authorisation Manager

Click on Login with myGovID. Login

Login to Relationship Authorisation Manager (RAM) with your myGoviD to

My Cloud Software Services Trial (Private Beta)

Only select Gonlinue if you are participating in the rial for Depariment of Educalion Unique Student

Identifier (USI) Office
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2. Enter the email address linked to your
myGovID.

A code will appear. Open myGovID on
your smart device, log in and enter the
4 digit code into the pop-up within the , e

app. Tap Accept. | e

Note: To learn more about how to
download and set up your myGoviD
visit the myGovID website:
https://www.myqgovid.gov.au/

1. Open myGoviD on your phone

2. Accept or enter the code

9065

Me
o

Wating

3. Come back

3.1 — Machine credential: Creating a machine credential
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3. Click Manage authorisations to be
redirected to view all the entities you
can act for.

@Help @ & Ameen Ahmed-

BETA
Help us improve. Gomplete our feedback

survey.

Relationship Authorisation Manager

stralian Government

Ameen Ahmed

Create and manage relationships and authorisations for businesses and their

representatives. Find out more 7

Link your business @

Manage authorisations ©

Enter an authorisation code @

Enter the code as shown in the authorisation email you received.

Note: The code is case sensitive

Accessibillty = Copynght =

4. Select the business you would like to

create a machine credential for.

) s improve, Complets our lesdback Survey. @ Help # JL Amaen Ahmed

* Australian Government Relationship Authorisation Manager

Manage authorisations

Ameen Ahmed

2 listed below,

Details of your authord

To display details of your authorisation select "View’. To manage authorisations select the businass hyperink. @
1 can act for
X Add anather business
Entity name + ABN % Status & Authorisation type +
I Wingion ang Sons Gardening Services 45002001501 » Active Authorisation administrator ® View I

3.1 — Machine credential: Creating a machine credential
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5. The Manage authorisations page will
be displayed with a list of all the
authorisations for the business. Click
on the Manage Credential tab on the
top-left toolbar.

BETA Help us improve. Complete oL rve @Help @ £ Ameen Ahmed~

Relationship Authorisation Manager

Winston and Sons Gardening Services

ABN 45002001501

his business. To add a business representative you have wo options

« Seloct Add new user to croate a new authorisation for your s representative
« Salect Import AUSKey users to import your existing AUSkey users 10 RAM

Representative ~ History
X n Add new user Import AUSkey users

Representative name + Status = Authorisation type +
Roco, Phil  Pending Authorisation user ® View 2 Edit §f Remove
Luy, Jane o Pending Authorisation administrator @ View 2 Edit & Remove
Winston, Robin o Active Principal authority ® View
Ahmed, Ameen o Active Authorisation administrator @ View
Pearce, Suzanne ® Active Authorisation administrator @ View 2 Edit §f Remove
Winston, Bryce o Active Authorisation administrator @ View /2 Edit & Remove
Winston, Brendon o Active Authorised user ® View 2 Edit £ Remove
Winston, Daniel ® Active Authorisation administrator ® View 2 Edit & Remove

Back

6. The Manage credentials page is
displayed.

)Holp & £, Ameen Ahmed +

Relationship Authorisation Manager

If you’ve already installed the

. . . Winston and Sons Gardening Services
required browser extension, skip son oot
thls Step. ‘”“E”fi'i,’,”‘“'”v“‘””’m”("

(© sotware required
create

cate you must machine, Visit Machic
and foow the instructions to inetall the software on this machine.

If this is your first time installing a
machine credential, you will see a
message advising that browser
extension software is required.
Click the link to visit machine T EETE—

credential downloads. s =

Ahmed, Ameen Active 111172010

= Click the browser extension link for |
your operating system.

NOTE: only Chrome and Firefos

Machine credentials

() No credential(s) found
There are no machine credentiale for this business

= |nstall and enable the browser

extension. T

= Close down your browser. Reopen
your browser and go to
https://authorisationmanager.gov.au
and login with your myGovID and
navigate back to the Manage
credentials page.
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7. Click Create machine credential.

The create a machine credential
page is displayed. Enter the
following information:

= Keystore path — This will be pre-
filled but can be changed. This is
where the machine credential is
stored.

= Keystore password — Enter a
password.

= Credential name — Enter a name
for the machine credential.

= |dentify the machine credential
custodian — This will be pre-filled
with your name and cannot be
changed.

Relationship Authorisation Manager

Winston and Sons Gardening Services
ABN 45002001501

Create a machine credential

act directly with government
Create machine credential

Machine credentials

(i) No credentiai(s) found
Thers are no machine credentials for this business.

Machine credential administrators (MCA) ©

Name Status Date
Roid, Ricky Active 22/08/2019
ETA  Help et —— I Ameen A

Relationship Authorisation Manager

Winston and Sons Gardening Services

ABN 4500200150

Create machine credential

Keystore path @

USERNAME/AppData/Roaming/ATOMAS keystore-new.x

Keystors password ©

3.1 — Machine credential: Creating a machine credential
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8. Select the checkbox to confirm you
understand the terms. Click
Download.

Relationship Authorisation Manager

Winston and Sons Gardening Services
ABN 45002001501

Create machine credential

Keystore path @

5/USERNAME/AppData/Roaming/ATOMAS/keystore-new.xm

Keystore password ©

Download

9. The Credential Installed notification
is displayed upon successful
installation. Click Finish to be
returned back to the Manage The new credential, Machine Gredential 1, was successfully installed on
credentials page. this device.

Credential Installed

10. The Manage credentials page
allows you to create, view and
revoke your credentials.

Winston and Sons Gardening Services
ABN 43002001301

Create a machine credential
Amachine credential is issued to a machine and enables your business to nteract directly with government

agencies through compliant software. Create machine credential

Select ‘Greate machine credential” to creats and download maching credentials, Find out mors &

Machine credentials
Cradantial name Custodian name Subject name id Staws  Actions
NewMachineCredentia Amesn Ahmed ABAD:S7250370163 NewhtachineCredential Active £ Revoke
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4. Ongoing use of myGovID

Once the business is set up in RAM and business representatives have accepted their
authorisation, the business is now set up to use myGovID to access participating government
online services.

Refer to the RAM website for the full list of participating government online services:
https://info.authorisationmanager.gov.au/

Section Overview

4.1 Using myGovID to access government online services — Log in to participating
government online services.

4 — Business as usual
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4.1 Using myGovVID to access government
online services

Refer to the RAM website for the full list of participating government online services:
https://info.authorisationmanager.gov.au/

Who can complete this activity?
‘ All authorised representatives can complete this activity, provided they’ve been granted

access to the government online service. This includes:

=  The Principal Authority
= Authorised Administrators

= Authorised Users (Depending on access and permissions granted)

Note: The Machine Credential Administrator role does not influence permissions regarding
acess to government online services.

Using myGovID to access government online services — Detailed instructions

1. Go to the login page of the
government online service.

Click Login with myGovID.

Note: If you don’t see the Login Login with
with myGovID button, check the
RAM website to see if the
government online service you're
trying to access is available:
https://info.authorisationmanager.go
v.au/

4.1 Business as usual: Using myGovID to access government online services
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2. Enter the email address linked to
your myGovID.

A code will appear. Open myGovID
on your smart device, log in and
enter the 4 digit code into the pop-
up within the app. Tap Accept.

Note: To learn more about how to
download and set up your myGoviD
visit the myGovID website:
https://www.myqgovid.gov.au/

2. Prove who you are

3. Come back and login

1. Open myGovID on your phone
2. Accept or enter the code

1430

KU
P

3. Come back

3. You are now logged in to the
government online service.

4.1 Business as usual: Using myGovID to access government online services

58


https://www.mygovid.gov.au/

